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THE DEFENSE INFORMAT ION TECHNOLOGY ACQUI SITION PROBLEM

Information Technology acquisition accountability is a delicate subject and, unfortunatelyyaayes
defensive behavior. The daunting nature of the technology causes leaders to refrain from involvement
and shield themselves from the impact.

But we would argue that all of information technology is about implementing a leader vision for the
changeas we evolve with the rapidly changing capabilities and possibilities of Information Technology
AWaveso of <change, and that it 1 s 1 mperative t
today.

Transparency in the area of Information tedbgg is good for the funding agent, good for the clients,
and good for the affected parts of the organization. In this regard, communication about the change that
is coming is also the purview of leadership.

The selection of a project manager should catfter the plan has been approved, and the larger the
project the longer the period that the leader should be seen as the project manager. When finally
delegating to a project manager, the detailed plans should contain an endorsement that they do not alte
the leader vision.

Oversight through earned value systems and periodic reports does not relieve leadership of conditioning
stakeholders to the | eaderdés vision as it wild!@

PURPOSE OF INFORMATION TECHNOLOGY INVEST MENT

Investmant in any technology supports ongoing activity in the operation. Presuming that it is not initial
investment, which would be under the authority of investors or early senior management, subsequent
investment is largely to facilitate expansion of operation to increase the productivity of ongoing
operations. If the operation is undergoing an expansion, then this will cause a redistribution of the
productive resources and training for any new personnel to handle the expansion. In either event, senior
management would want to be involved to determine the right allocation of the people and resources and
the reasonable mission accomplishment for the expansion.

If the investment is to increase the productivity of the operation, this introduces as mugé thére
culture as if an expansion had occurred. Nominally this is where information technology has its greatest
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impact; and finds its problems. The substitution of technology for human resources has always driven
cultural change, and never more sonthia the case of substituting Information Technology. Cultural
change is a moment for leadership, a moment for management and a moment where they overlap. The
reason is that when change comes people get nervous about their position relative to comtineing v
With change come an opportunity for error, and therefore a change to the value of the individual.
Reassurance comes from operation leadership, rebuilding the confidence and therefore value of the
residual workforce.

As the value of the InformatioTechnology Investment increases, it does so almost in direct proportion
to the impact on the operation; and therefore the involvement of senior leadership becomes, as well,
directly in proportion to the value of the investment.

EXPECTATIONS FOR RET URN ON THE INFORMATION TE CHNOLOGY INVESTMENT

Every investment carries with it the expectation of a return; whether it comes from a government
satisfying a service requirement for the constituents, or a company satisfying its customers. One of the
most difficd t AReturn Expectationso comes from inv
and service internal customer s; and therefore
pressures of the expected return market. Unfortunately heredisgly where Information Technology
investments are targeted. These kinds of investments do serve to increase the capacity of operations b
allowing for smoother internal processing of routine paperwork or routine accounting records. They
might also sare to standardize or control processes such as machine production, or inventory ordering
models that directly impact the customer perception of the operation, and more directly reflect upon the
management and leadership of the operation as to rigor aliy.qua

The less visible or transparent the expected return is from an investment; the greater is the responsibility
of the enterprise manager, sponsor, or leader to be involved in the requirement development, and the
specifications for the information teablogy. This is because the affected employees must perceive the
benefit for the operation for all the change they are being asked to absorb; and the manager must
recognize the business plan and expected objective from the investment prior to its agpdoval
commencement. Because of the internal and therefore less financial visibility that might be accorded to
the Information Technology investment; the rigor for both analyzing and completing the project
business plan remains the responsibility of senpErations leadership. They alone can communicate
with the employees as to the purpose of the investment; and with the stakeholder community as to what
the expected returns are; and the impact to the operation for the investment.

This principle is seen thave merit and the complete involvement of the senior leadership during the
initial approval cycle; but then the rigor of continuing involvement tends to diminish. This diminishment
introduces objective drift; and ultimately confusion as to the projéstntinand perhaps loss of the value

of the investment.

Executive Summary Draft: AA RBaflomamofprepastedil
Information Technology Acquisition Advisory Council (ITAAC)

Paged



— IT Acquisition Advisory Council

904 Clifton Drive, Alexandria, VA 22 308

e (703) 768 0400 (v) (703) 765 -9295 (f)
G»NG WWWw.it -aac.org mike.wynne@it -aac.org

IMPLICATIONS OF RE -ENGINEERING PROCESSES AND THE ROLE OF THE LEADER

Establishing thefiAs Iso Condition

As we have discussed, the investment in Iheform
way that the operation operates. As the saying goes, the problem with change is that you have to
change. The involvement of the leader and senior management is crucial in establishing trust with the
employees that will be impacted; and communicatiitg tihne Information Technology professionals the
specifics of what is the current operation; and what will be the new operation given the insertion of the
Information Technology System being invested in.

EstablishioGonhthiet Ndowo Be

This difficult collection identifies all of the front end interfaces to replicate or enhance the sources of
process inputs as well as intermediate flows and outputs that the system is expected to produce. As well,
for the immediate operation, this would identify alltbé process outputs and what happens to them as
well as where do they go and what they impact during the present operation. All of this should be very

recogni zable to management and | eadership, as
impor t antl vy, these AAs | so0 inputs and outputs b
System DevelopersOnly senior management and leadership can comprehend the total scale of the
throughput; and therefore making certain that the presentpracess r epl i cat ed as t he
is a vital piece of Information Technology design.

Pl anning the transition from the AAs | so0 to toh
The next step is | eader dependent, as thiem i s

will be developed. This also frames whether or not the Information Technologist can in fact design the
improved process, and begins to frame expectations for returns. By ensuring that all the inputs to the old
system are accounted for, and all the useis outputs are satisfied, this allows the designer to range
into how the system can be simplified; and the process improveca Bhe e nce of a | eade
to the purpose of the Information Technology investment reinforces the status quand will lead to
automating the current practice. This builds present inefficiencies into a more expensive system, and
rarely results in improvement.

Once designed, initially planning the transition by contemplating what will be changed is a helpful
exercise. Thisncludes requiring high leader content, and essentially socializing the change prior to its
occurrence. It lets the employees into the process directly, and will be the start of the planning for
installation, beta test; and full implementation as thegotogomes to fruition. This transition plan,
sketchy that it may be, is also the brochure and template for the actual plan which will come as a result
of the actual implementation of the new Information Technology System.

Simply automating the old procewill not result in improvement, though it may speed it up. The leader
needs to drive for the expected return, and not
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conducting this process review, the system specifications can be generated ieebpeaat employee
expectations properly valued.

ROLE OF LEADERSHIP

1.

Addressing the culture

As we alluded to in the previous section, the leader has a significant role in creating and executing
the vision and design of the information technology. Thedeadaintains consistency with the
culture of the organization. Further, the leader must inspire the workforce to lend their talents to
driving the specifications and describing the human interfaces to allow improvement in the
operation.

. Make security and integrity of the new system a primary goal

The leader must go beyond operational goals to establish external goals as well for the IT system as
it is developed. For example, goals supporting system integrity to assure that quality will be higher
under tle new system; and with Cyber Theft a reality, system security to make sure that the goal of
i mprovement doesnodot result in a | ack of trust

Maximizing communications and understanding

The organizational leader must also build tinghe people through a communications campaign to
drive the purpose of the investment and secure buy in from the people to support and help create the

new or Oto bed system. Ulti mately the advocac
leader 8 to need, purpose, and description of the return or business plan to include the transition
plan from the described 6as is6é condition to

Being the senior review official and configuration czar

The funding agent will hold thieader(s) responsible for their advocacy; and therefore expect their
involvement in the project frorthe start to the returns reports. The best role here is to appoint a
project manager, while retaining responsibility as senior review official and parpteto become

the configuration czar so that any suggested revisions must be tracked back to the initial vision for
change and be seen to enhance that goal.

Providing support to program manager

As the system is better and better defined, the leader meusupportive to project management to
continuously drive configuration control and the tested result to maintain tight controls over the
ultimate design; and stay true to the employees as to what the outcome will be.

The appointment of a project manages described above often comes too early in the process of
information technology investment. Organizational Leadership must be the driver in initial design.

Project manager should have a detail edobeescri
Acondition with a draft transition plan. The
specifications and interfaces for the new system. This initial configuration and system design
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becomes the path to the Leadership vision; andeseas the baseline configuration control
document. After this is accomplished, the leader can turn over project management to a systems
expert with the mission of satisfying the vision.

So with a defined path, the project manager must complete the digtiaifening document, looking

for flaws in the interface controls; and detailing the process flow to assure completeness. This
requires preparing detailed specifications and getting signatures from suppliers and clients for
interface control documents arftiman interaction specifications so the systems designer is
constrained to the | eader vision and the org
vision is for installing Commercial Off The Shelf (COTS), this should be a part of the ldamer v

and incorporated into the interface control saffs. This eliminates custom design right up front,

and demonstrates strong leader influence. When these interfaces are left undone; processes can b
mis-defined; and there results confusion as tohost the system is to work.

Human interfaces include screen design and layout to allow early testing as to adequacy of the
design. This may drive the data architecture if a data base system is involved. The role of project
management here is to find dismnects and define them very early. Waiting for the systems test in
information technology is the same as waiting for final assembly to find subsystem defects in
physical platforms very expensive. These disconnects and impacts to the establishedforder
process, or to other elements of the operation, or to clients must be brought to the attention of the
Leadership and resolved. If they result in system redesignjeader must be the approving
official.

With all this preliminary work; the project mager can now get to the actual project management.
Establishing schedules, setting interim performance goals, for the detailed specifications establishing
an internal configuration steering board to evaluate trades and either ask for appropriate wlelegatio
or bring decisions to leadership for resolution.
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IN SUMM ARY: PREREQUISITES FOR EFFECTIVE DEFENSE ACQUISITION CHANGE

CULTURE CHANGE --Congressional and Agency leadership must drive culture change and
accountability through the establishment of inogsgiand measures of effectiveness. All stake holders
must have a clear picture of success and associated rewards for contributing positively to the value
chain.

LEADERSHIP --IT is a transformational technologyt requires greater leadership support,
accountability, and authority to be effective. This was the intent of the Cling&ohen Act..
Leadership must be engaged and drive cultural, process and technology changes.

OVERSIGHT -- Congress and Agency leadership must codify andergfy program ision,
architecture and outcomes through the entire lifecycle, especially when leadership/PM changes occur.

Senior leadership attention and commitment to success must come from the top and be driven all the
way down to every stakeholder and partner (eisflg during leadership changes). It should also learn
from Commercial Governance Best Practices that have proven effective and timely, reducing
duplication of efforts and reporting overload.

Oversight must focus on outcomes and move away from a gotaged activity. Conformance rarely
assures implementation success.

INFORMED WORKFORCE -- IT requires unique disciplines, experience and market knowledge
often not present. The work force must be bolstered in a significant way, ensuring qualified and
experienced staff who understand the technology domains they are supporting.

The Federal Acquisition Institute (FAI), the Defense Acquisition University (DAU), and the National
Defense University (NDU) should build out their current programs to not taln, but mentor
Acqui sition Program Managers (PM6s) to make sur

NEW IT PROCESSES; (ARCHITECTURE, ACQUISITION & METRICS) -- Information
Technol ogy (1 T) acquisitions ( @)X drlves deryndiffereiVe a p o
architecture and acquisition approaches, cultures and processes, requiring an adaptation to drive chang
and manage risk.

PMs must solidify, validate and propagate an actionable/measurable Solution Architecture and
Acquisition Stategy. A standardized IT Acquisition Playbook, Training Program and Process guide are
needed to address the unique challenges of thepdasd IT market. Vague requirements and
statements of objectives do not work for IT.

Every stake holder and vauchain participant should sign off on the required interfaces, business
process changes and willingness to live with the 80% solutions. Business Proesggniering is a
critical success factor and must be part of the lifecycle process in orddriegveadesired efficiencies
and outcomes.
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VALUE CHAIN OPTIMIZATION:  With so many organizational participants involved in an IT
program, agency acquisition strategy must clarify roles and responsibilities of all participants, seeking to
optimize contibutions and buyn from the entire value chain. This requires limiting FFRDCs to their
research function, deconflicting the planning and architecture process, protecting innovators and small
businesses, and keeping users engaged at each stage of ylotelif@e have professed concepts like
Mi chael Porterds Value Stream Analysis but fail

KEY POINTS EXCERPTED FROM i A ROA D MAJBTARSERE IT ACQUI SITION
REFORMO

The contributing members of ITAAC have considered a eatitgituation in the world of Defense
Information Technology Acquisition.

Our assessment considered the misunderstanding that Information Technology acquisition is somehow a
subset of Weapons Systems or Platform Acquisition, utilizing methods, requisear@hiprocedures
appropriate for this. This would be similar to saying that Information Technology Acquisition is a
subset of Real Property Acquisition or the early tension between Computer Hardware and its Embedded
Software. As the world of IT has pnagsed, we found that Hardware became more accommodating
and generic and then Software needs began to drive hardware requirements.

In order to understand the challenges and requirements of Defense Information Technology acquisitions,
an understandingdfhe t hree AdAwaves of I nformation Techno
below:
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